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Abstract 

Recent advancements in generative models, particularly those based on deep learning and artificial 

intelligence, have significantly enhanced the realism and accessibility of deepfake content. While 

these technologies offer numerous creative and industrial benefits, they also pose a serious threat 

to the authenticity and trustworthiness of digital media. The rapid evolution of deepfake techniques 

has made it increasingly difficult to distinguish between genuine and manipulated content, thereby 

raising concerns across multiple domains, including media, politics, and cybersecurity. As a result, 

there is a growing need for robust and advanced detection mechanisms that can effectively identify 

such manipulations and preserve the integrity of information in the digital ecosystem. 

 

In this review, we present a comprehensive synthesis of existing deep learning frameworks 

designed for multimodal deepfake detection. Unlike traditional unimodal approaches that focus 

solely on visual or auditory cues, multimodal detection systems integrate auditory, visual, and 

textual data to provide a more holistic and accurate analysis. Special emphasis is placed on fusion 

techniques that combine features from these modalities, enabling models to detect subtle 

inconsistencies that may not be evident when analyzing a single modality in isolation. 
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Additionally, this study evaluates widely used public datasets and benchmark evaluation metrics, 

highlighting their role in training and validating detection systems. The findings demonstrate that 

multimodal approaches significantly improve detection performance, especially in complex 

scenarios involving highly sophisticated manipulations. 

 

Furthermore, the importance of deep fake detection extends beyond technical challenges, as it has 

critical implications for society. Effective detection systems play a vital role in applications such 

as social media content moderation, judicial forensic analysis, and fraud prevention. At the same 

time, the deepfake of deceptive content can lead to serious psychological and social consequences, 

including misinformation, reputational damage, and mental health issues such as anxiety and 

depression. Therefore, future research should prioritize the development of lightweight, scalable, 

and efficient architectures that can be deployed in real-world environments. Moreover, there is a 

strong need for standardized evaluation protocols and interdisciplinary collaboration to ensure 

consistent benchmarking and improved robustness. Such efforts will be essential in building 

reliable systems capable of safeguarding digital content authenticity in an increasingly complex 

and dynamic technological landscape. 

Keywords Deepfake detection, Multimodal fusion, Audio-visual-text forgery, Deep learning, 

Public Datasets 

1. Introduction 

Deepfake technology has made major strides during the past few years which allows users to create 

fake videos, audios and texts that are nearly indistinguishable from authentic content, both visually 

and audibly. The fast advancement of this field stems from deep learning approaches including 

Generative Adversarial Networks (GANs)[1], Variational Auto Encoders (VAEs)[2], Diffusion 

Models (DMs)[3] and transformer-based generative architectures[4]. The threshold for making 

realistic fake content has dropped significantly because of these methods which allow users to 

create believable face swaps[5], face reenactment[6],voice cloning[7] and speech synthesis[8]. The 

spread of forgery technology has created various social problems which threaten to damage both 

social media platforms and political communication and financial security[9], [10]. The spread of 

forged speech videos would create conditions for social instability to emerge while fake voice 

would serve criminal purposes to steal identities and run financial fraud operations. These 

circumstances breed substantial financial damage to individuals and their communities as well as 

undermining people's faith in digital media platforms. The pernicious proliferation of deepfake 

audio-video-text creation, opens up indirect psychological dangers by enabling impersonation 

[11], the dissemination of misinformation, and socially directed manipulation. Such dynamics lead 

to amplified cognitive stress, anxiety and depression and, therefore, highlight the necessity of 

detection systems that take human-centric impact into account as well as the traditional accuracy 

measures [12]. 

The current approaches for detecting forgery can be broadly classified into unimodal forgery 

detection methods and multimodal forgery detection methods. Unimodal detection approaches rely 

on a single modality such as analyzing video frames with convolutional neural networks (CNNs) 

or extracting features from audio spectrograms. While these methods[13], [14], [15], [16]perform 

well in certain controlled environments, they often struggle to generalize against increasingly 

sophisticated Deepfake techniques. Moreover, modern forgery techniques frequently combine 

visual and auditory streams for multimodal attacks. Research[17], [18] has shown that 

synchronizing forged face images with corresponding synthetic speech can produce highly 
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convincing fake videos, dramatically increase their credibility and make detection more 

challenging. The detection systems need to meet elevated performance standards because the 

current unimodal detection methods fail to identify the complex inconsistencies which appear 

across different modes. The fusion of video data with audio streams enables multimodal forgery 

detection systems[19], [20] to find additional evidence which shows manipulation activities thus 

they achieve better detection results and stronger system stability. The current approaches to the 

problem consist of feature level fusion and decision-level fusion [21], [22]and hybrid methods but 

each approach encounters its own set of technical obstacles[23] 

The systematic review of mainstream Deepfake detection technologies which focuses on 

multimodal video, text and audio analysis methods. Initially, the development status explains how 

Deepfake technology evolved while facing various difficulties which include video manipulation, 

text and audio falsification techniques. Subsequently, deep learning based multimodal detection 

techniques are summarized including recent advances in multimodal fusion strategies by figure1. 

Future research directions involve the development of large-scale pre-trained models, data 

augmentation, and multimodal adversarial learning. Our important contribution also includes a 

comprehensive discussion of publicly available datasets relevant to this task. To bridge this gap, 

the main contributions of our work are as follows: 

❖ To provide an unprecedented review that systematically analyzes key detection and 

generation methods for audio-video-text deepfakes, with a special emphasis on automatic 

video deepfake detection methods. 

❖ A comprehensive overview of existing image, video and audio deepfake databases/datasets 

that could be utilized not only for enhancing accuracy, generalization and resilience against 

attacks of deepfake detection techniques but also for devising novel deepfake generation 

methods and tools. 

❖ An extensive discussion of open key challenges and potential research directions in the 

field of audio, text and visual deepfake generation and mitigation such as the rapid 

evolution of forgery techniques, generalization issues in real-world scenarios and defenses 

against adversarial attacks. 
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Figure.1 Types of Deepfake 

In sum, the review aims to be a comprehensive technical record for the academic community while 

at the same time driving further advancement in the field of multimodal forgery detection 

technologies. All in all, hope that the review will complement prior researched articles and help 

newcomers, researchers and engineers achieve profound comprehension and novel deepfake 

algorithms developments. 

2. Overview of facsimile techniques: 

The evolution of forgery technology has transitioned from traditional methods reliant on manual 

manipulation to sophisticated automated techniques powered by deep learning. Initially, video 

forgery involved manual cutting, splicing and tampering which were prone to inconsistency and 

left noticeable traces while traditional audio forgery produced low-quality outputs susceptible to 

detection and text forgery involves the deliberate manipulation or generation of written content 

such as syntactic structure, semantics or authorship style using automated or AI-driven methods to 

mislead readers by presenting fabricated or altered information as authentic. However, 

advancements in artificial intelligence particularly deep learning have revolutionized forgery 

methods which enhancing visual realism and behavioral naturalness to a degree that challenges 

human detection. Through the use of models like GANs [1], VAEs, diffusion models, and 

Transformers, AI-based methods produce very realistic video and audio content. 
 

Figure.2 Overview the Forgery Survey 

For instance, with the advent of the deep-fake technologies, it is now possible to achieve perfect 

facial substitutions and expression changes; at the same time, complex speech-synthesizers like 

WaveNet [7] or Transformer-based architectures can produce nearly indistinguishable sound 
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outputs compared to the recordings of the actual speakers. These changes not only make forged 

content better, but they also make the method of falsification faster and more subtle, which makes 

it much harder for detection technologies to work. 

 

 

2.1. Video-Forgery 

The main goal of video forgery techniques is to create false information by either manipulating 

existing video information or synthesis new material [24]. These approaches can be roughly 

classified in two main categories: Manual Forgery Techniques and Deep - Fake Technology as 

shown in Figure 3. 

 

Figure.3 Video Forgery Method 

Manual Forgery Techniques: Traditional methods are those based on manual operations, in 

which forgers use software (such as Adobe Photoshop and Adobe Premiere) to cut, splice and 

manipulate video segments [25]. These techniques often leave telltale signs of the tampering 

because they rely heavily on human intervention, and can often leave inconsistencies in the 

temporal continuity, lighting conditions or texture properties. Although improvements in detection 

technologies have reduced their overall effectiveness, such methods are still used in low resource 

settings or in specific cases of forgery. 

Deep-Fake Technology: The advancement of deep learning models resulted in the emergence of 

a prominent class of forgery methods that can generate highly realistic fake videos. Key techniques 

are autoencoders and GAN based techniques [26]. Autoencoders are used to extract features from 

the source images for a face swapping operation, as shown in Figure 4. Style - GAN [27] generates 

high - quality facial images using adversarial training. Recent improvements, such as Talk Lip Net, 

better lip sync and overall visual quality. However, the increased realism attained by such 

technologies greatly complicates the detection of forgeries, requiring the sophisticated 

examination of subtle, fine-grained inconsistencies. Moreover, Deep-Fake technology is not 

limited to video technology alone but is also applied to the pure video-generation using generative 
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models such as GANs[28], DiT, or VAEs. This is a creation of continuous video frames using 

random noise as a ground or conditional inputs. The combination of VAEs and DiT (called hybrid 

techniques) support to create high quality videos from text prompts or images. The use of 3D 

composition techniques [29] also adds to increased realism with virtual modelling and lighting 

simulations. Nonetheless, these advancements also bring some problems in detection associated 

with temporal coherence, physical inconsistency, and detail deficiencies which provide 

opportunities for further research in enhancing forgery detection systems. 

 
Figure.4 Artificial facial images from the Different dataset, demonstrating the uses of face 

swapping and expression modification[30] 

2.2. Audio-Forgery 

Audio forgery technologies attempt the creation or manipulation of speech content with the aim of 

creating falsified audio, thus requiring careful examination in modern security scenarios [31]. 

Along with the evolution of technological capabilities, the field of audio forgery [32] has evolved 

from primitive manual manipulations to high-tech automated systems based on the principles of 

deep learning, which have significantly improved both the generation fidelity and the efficiency 

of operation [33]. The major types of audio forging techniques are then described in Figure 5. 

Manual Forgery Techniques: This is a traditional method of audio tampering where the main 

tool is human operators that perform waveform editing and segmentation and splicing operations 

[34]. Practitioners use readily available digital audio workstations such as Audacity [35] or Adobe 

Audition [36] to remove or insert sections of sound, as well as carry out frequency domain 

transformations (e.g. filtering, spectral re-shaping) in order to conceal evidence of manipulation. 

due to their necessity for bodily operation, these methods often leave telltale spectral 

discontinuities or temporal irregularities, making the forged material rather simple to identify. 

Deepfake Technology: Modern day deepfake forgery includes a range of sophisticated techniques 

that involve voice cloning, speech synthesis, and voice conversion. Voice cloning is aimed to 

simulate the vocal idiosyncrasies of the target person using Generative Adversarial Networks 

(GANs) [10], Wave Net architectures [8] and Transformer-based models [37]. In the adversarial 

learning framework, GANs can produce realistic voice waveforms and also Wave-Net and 

Transformer-based architectures which output high-quality (HQ) signals by modeling temporal 

dependencies embedded in spoken language. Whilst these technologies can generate voice outputs 

that are virtually indistinguishable from real voice recordings, they at the same time create 



JOURNAL OF APPLIED LINGUISTICS AND TESOL 

Vol.9. No.1.2026 

24 

 

 

significant problems for forensic acoustic detection. The Speech synthesis with models like 

Tacotron[38] and Fast -Speech[39] focuses on transmuting textual or spectral features into 

naturalistic and fluent speech audio using deep learning methods which are optimized for HQ voice 

synthesis. In opposition, voice conversion processes modify the vocal attributes of a speaker (e.g. 

gender, age, accent) whilst preserving the semantic integrity of the utterance. 

 
Figure.5 Audio forgery method 

Despite all these improvements, subtle spectral cues and temporal inconsistencies still manage to 

remain and provide feasible markers for detection. Furthermore, voice reconstruction has an 

indispensable role in the rehabilitation, augmentation or completion of degraded or partially lost 

voice signals to ensure acoustic clearness and intelligibility of the voice. This process is usually a 

pre- or post-processing step of the deepfake process and thus improves the input quality provided 

to the voice cloning, speech synthesis and voice conversion processes. 

2.3. Text-Forgery 

Text forgery[40] is the manipulation or production of written text, from a hand edited to a text 

forged with artificial intelligence, and the intention to replicate or modify a source text. It may 

roughly be divided into manual (traditional) and deep learning based (deepfake) methods and each 

has a different characteristic and different challenge for detection as shown in the Figure 6. 

Manual forgery Techniques: Manual Forgery Techniques In this paradigm, the forgers use simple 

text editors, word processors or document formatting software to insert, delete, substitute or 

rearrange lexical items at the word, sentence or paragraph level [41]. Such interventions may leave 

visible traces such as stylistic incongruity and disproportionate punctuation, grammatical 

anomalies and formatting irregularities or syntactic discontinuities. Elevated contextual 

inconsistencies as well as abrupt tonal shifts may also reveal tampering, thus providing evidence 

for forensic analysts. Although fairly simple compared to AI-driven procedures, manual forging is 
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still widely used in low resource or targeted manipulation situations, when the perpetrator has 

physical access to the original documents and wishes to make selective changes [42]. 

 

Figure.6 Text Forgery Method 

Deep-fake forgery techniques: Deep-fake text forgery is a significant advancement from the old 

method of text manipulation, using methods of advanced natural language processing and deep 

learning to generate or alter text in a very precise manner. Core techniques include recurrent neural 

networks (RNNs) [43] , long short-term memory networks (LSTMs)[44] , Transformers [45], [46] 

and large language models (LLMs) [47], which are trained on large corpora in an attempt to 

understand complex patterns in selection, syntax and stylistic nuances with respect to particular 

authorship or domain [48]. Consequently, these models produce grammatically relevant, 

contextually appropriate and stylistically consistent text with the original source, making it 

difficult to distinguish between authentic and synthetic text. 

Deep-fake text creation has three main approaches: automated paraphrasing of text while 

preserving original semantics [49] ,style transfer where linguistic peculiarities of target authors are 

emulated [50] ,and fully AI-assisted content generation where new text is generated in response to 

various prompts [51]. This triad of methodologies can produce results that are as minor as tweaks 

to existing documents, to completely synthetic compositions, such as articles or social-media posts 

that convincingly imitate the authorial voice. 

 

Deepfake-generated texts may contain detectable markers despite their realistic appearance, such 

as semantic drift, factual inconsistencies, unusual discourse structures, and improbable word 

combinations. Q. Umer et al. [122] proposed an ensemble deep learning framework for detecting 

fraudulent cryptocurrency transactions, demonstrating how combining multiple models can 

improve detection accuracy in complex and deceptive data environments. This ensemble-based 
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strategy can be extended to deepfake text detection, where multiple linguistic and semantic models 

collaborate to identify subtle manipulation patterns. 

 

In the domain of intelligent security systems, M. Malik et al. [123] developed a machine learning-

based intrusion detection system for IoT environments. Their work emphasizes anomaly detection 

and pattern recognition in dynamic data streams, which is highly relevant to deepfake detection, 

as identifying abnormal linguistic patterns and inconsistencies in generated text can help 

distinguish between authentic and synthetic content. 

 

Focusing directly on multimedia forgery, H. Ghous et al. [124] introduced a convolutional 

generative approach for detecting fake videos. Their research highlights how generative models 

can both create and detect manipulated content. The concepts from this work are particularly 

significant for multimodal deepfake detection, where insights from visual forgery detection can be 

integrated with textual analysis to improve overall system robustness. 

 

Additionally, I. Rehman and H. Ghous [125] presented a structured review on market basket 

analysis using deep learning and association rules. Although focused on data mining, their 

methodology for discovering hidden patterns and associations can be adapted for deepfake text 

detection, where identifying unusual word relationships and co-occurrence patterns plays a crucial 

role in uncovering synthetic or manipulated text. 

3. Multimodal forgery detection methods 

Multimodal forgery detection methods substantially improve the accuracy and robustness with the 

integration of video-audio-text modalities to capture a complete capture of the forgery artifacts. 

These approaches can be divided mainly into two categories: manual feature extraction and deep 

learning-driven automatic feature extraction. A brief summary of some excellent studies is given 

in Table 1 after which the respective methodologies are analyzed in detail. 

3.1 Manual feature extraction methods 

In the early stages of deep fake detection research, scholars focused on manual engineered feature 

extraction methods that were designed to reveal forgeries through examining the physical 

characteristics, temporal consistency and statistical features of the audio-video-text signals. 

Notable research includes Singh et al.,[52] who developed a method for audio-visual forgery 

detection that assesses audio-video synchronization by analyzing inter-frame motion and matching 

waveforms with Dynamic Time Warping (DTW), revealing misalignments between lip movements 

and audio. Yu et al.[53] proposed a technique based on physical attribute consistency, evaluating 

lighting consistency to identify abnormal shadows in forged facial regions and assessing skin 

texture inconsistencies for AI-generated faces. In the audio domain, their method detects unusual 

acoustic features in AI voice cloning through the analysis of formants, incorporating audio-video 

synchronization to evaluate the coherence between lip movements and speech. 

Raza et al. [54] proposed Multimodal Trace Method that uses Intramodality Mixer Layer (IAML) 

for the independent mixing of audio and video features followed by the Inter-modality Mixer Layer 

(IEML) for collaborative processing before it is fed to the multi-label classifier. This architecture 

produces better audio-video fusion and improves the deep forgery detection. Xu and co-authors 

[55] created a multimodal detection framework that prioritizes the identity consistency. Their 

approach combines the analysis of optical flow with the matching of the distribution of energy of 

the sounds, thus making it possible to detect video and speech forgeries by analyzing the patterns 
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of motion between frames and the patterns of anomaly in the audio. Khalid et al. [56] combined 

Mel Frequency Cepstral Coefficients (MFCC) as acoustic features with visual methods such as 

inter frame consistency analysis. Their work proves that classical signal processing strategies are 

still effective in multimodal detection situations. 

Nevertheless, manually engineered feature-based methods have intrinsic limitations, especially in 

their ability to extract fine grained content in high quality forged media and to cope with the fast 

change of landscape technology in forgery. Despite these shortcomings, the above pioneering 

studies are invaluable, in fact, they have laid down some basic concepts like physical consistency 

checks and timeframe anomaly analysis which are now being used as guiding principles for further 

research in the field of deep-fake detection. 

3.2 Deep learning feature extraction methods 

The fast progress of the deep learning technologies has brought multimodal forgery detection into 

a new paradigm, where neural networks will learn complex patterns from the visual and audio 

modalities without any human intervention. The shift from hand-engineered feature extraction to 

data-driven representation learning yields quantifiable enhancements in detection accuracy, 

robustness and generalization, particularly when confronted with high-resolution synthesized 

content. Notable research includes: Boztepe et al. .[57] have created a multimodal deep learning 

approach utilizing VGG19 to extract visual features, Kernel Temporal Segmentation to summarize 

video content and MobileNetV2 along with LSTM layers to perform acoustic recognition. Middya 

et al. [58] used convolutional neural networks to process single frames of the video coupled with 

(MFCC)-based audio feature extraction, and LSTM units were used for capturing the temporal 

dependencies, which resulted in the effective detection of audiovisual forgeries. 

Table.1 Summary of existing Multimodal detection methods 

Method 

Category 

Subcategory Year Authors Core Technologies 

and Characteristics 

Main 

Limitations 

Manual 

Feature 

Methods 

Temporal 

Consistency 

Analysis 

2024 Singh et 

al. [52] 

DTW, effective in 

detecting lip 

movement and audio 

misalignment 

Difficult to 

capture subtle 

artifacts in HQ 

forgeries 

 Physical 

Attribute 

Analysis 

2024 Yu et al. 

[53] 

Lighting consistency 

and formant 

detection, identifying 

forged facial and 

voice features 

Insufficient 

cross-scenario 

adaptability 

 Identity 

Consistency 

Analysis 

2024 Xu et al. 

[55] 

Optical flow analysis 

and audio energy 

distribution matching 

based on identity 

features 

Depends on 

high-quality 

facial 

information 

 Multi-Layer 

Feature 

Extraction 

2023 Raza et al. 

[54] 

IAML/MLM feature 

hybrid  layers, 

structured 

multimodal feature 

processing 

Limited feature 

expression 

capabilities 
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 Traditional 

Signal 

Processing 

2021 Khalid et 

al. [56] 

Combining audio 

features with inter-

frame consistency 

analysis 

Limited 

effectiveness 

against advanced 

forgery 

techniques 

Deep 

Learning 

Methods 

Emotional 

Feature 

Analysis 

2024 Zhang et 

al. [59] 

ResNet50 + Mel 

spectrogram 

integrating emotional 

features 

Limited 

detection 

capabilities for 

non-emotional 
forgeries 

 CNN–LSTM 

Architecture 

2022 Boztepe et 

al. [57] 

VGG19 + 

MobileNetV2 + 

LSTM, automatically 

learning complex 

features 

Requires large-

scale training 

data 

Fusion 

Methods 

Multimodal 

Temporal 

Fusion 

2022 Middya et 

al. [58] 

CNN + MFCC + 

LSTM, multimodal 

temporal modeling 

High 

computational 

resource 
requirements 

 Multimodal 

Attention 

Mechanism 

2021 Rehman 

et al. [60] 

3D-CNN + 

bidirectional gated 

recurrent units + 

attention mechanism 

Complex 

architecture, 

difficult to 
optimize 

 Spectral 

Temporal 

Analysis 

2020 Lewis et 

al. [61] 

ResNet50 + FFT + 

LSTM, joint time–

frequency   domain 
analysis 

High training 

complexity 

Transformer 

Models 

Emotional 

Feature 

Analysis 

2023 Davide et 

al. [62] 

Extracts audio-visual 

features from input 

video over time using 

time-aware   neural 
networks 

Limited 

detection 

capabilities for 

non-emotional 
forgeries 

 Multimodal 

Transformer 

2023 Momina 

et al. [63] 

Ensemble 

multimodal detector, 

audio-visual 

correspondence 

Challenges  in 

multi-source 

environments 

and high 

computational 

complexity 

 Multimodal 

Transformer 

2023 Ammarah 

et al. [64] 

Audio-visual 

transformer 

ensemble, acoustic 

and visual forgeries 

High data 

requirements and 

computational 

costs 
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 Self-

Supervised 

Learning 

2021 Akbari et 

al. [65] 

ViT  +  HuBERT  + 

BERT, self-

supervised feature 

extraction 

High pre-training 

costs 

 

Zhang et al.[59] focused on facial expression and audio signal analysis enhancing emotion 

recognition and forgery detection through ResNet50 and Mel spectrogram analysis. Rehman et al. 

[60] integrated a 3D-CNN with bidirectional gated recurrent units for audio analysis, incorporating 

an attention mechanism to enhance multimodal feature fusion and detection accuracy for Deepfake 

detection. Lewis et al.[61] introduced a feature extraction technique using ResNet50 and Fast 

Fourier Transform for spectral analysis, also applying LSTM for time-series data modeling, 

facilitating simultaneous detection of forged videos and audio having extracted text. 

Similarly, Davide and colleagues [62] invented a multimodal approach that fuses visual and audio 

features for the evaluation of video authenticity where the technology used temporal-aware neural 

networks deploying the analysis of audio-and video representations and modality discrepancies. 

Momina et al. [63] proposed a framework that uses three different and ensemble neural networks 

that focus on audio and video processing, with a cross-modal learning network that is designed to 

learn inconsistencies that can be found between the modes. Ammarah et al. [64] proposed 

AVTENet, an ensemble transformer-based model for image of audio-visual manipulations, it uses 

different transformer variants to extract salient features while making consensus predictions. In 

comparison with conventional CNNs, transformer methods make use of self-attention mechanisms 

that boost their capability to model complicated relationships in lengthy sequences and offer extra 

versatile feature extraction. Additionally, transformer-based multimodal learning, as shown in 

Akbari et al. [65] work, has exhibited impressive potential, utilizing a self-supervised framework 

with cross-modal feature learning and a Drop-Token strategy to enhance processing efficiency for 

high-resolution data, thus improving detection performance for both genuine and altered videos. 

However, these models necessitate large training datasets for optimal performance, exhibit 

quadratic computational complexity, and pose challenges in interpretation and deployment on 

resource-constrained devices due to their high parameter count and more demanding memory and 

processing requirements. 

3.3 Feature-level fusion 

Feature-level fusion through deep neural networks facilitates deep interaction of multimodal 

features, primarily categorized into early and late fusion methods. The main feature-level fusion 

detection methods are shown in Table 2 that early fusion integrates features from different 

modalities at the input layer or in low-dimensional feature spaces as illustrated in Figure 7a 

capturing fine-grained associations and enhancing detection 

Table 2. Summary of Existing Multimodal Detection Methods 

Fusion 

Type 

Subcategory Year Representative 

Authors 

Core Technologies 

and 
Characteristics 

Main 

Limitations 

Feature-

Level 

Fusion 

Early Fusion 2024 Ghadiya et al. 

[66] 

CFA and HLGAtt 

for dynamically 

selecting and 

enhancing relevant 

Requires large 

annotated training 

datasets 
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    audio–visual 
features 

 

  2023 Yang et al. [19] CNN with attention 

mechanism    for 

capturing fine-

grained multimodal 

associations 

Weak processing 

capability for 

asynchronous 

modal data 

  2022 Miao et al. [20] Res-Net + FFT, 

integrating audio–

visual data at low- 
level feature stage 

Susceptible to 

noise 

 Late Fusion 2024 Yoon et al. [67] CNN + 

Transformer for 

improved 

robustness with 

asynchronous 
modal data 

Potentially misses 

fine-grained 

multimodal 

associations 

  2024 Sharma et al. 

[68] 

Feature vector 

splicing with fully 

connected 

networks 

Limited 

interaction 

information, 

constrained 
expressiveness 

  2023 Fu et al. [69] Multi-level feature 

separation with 

hierarchical fusion 

Difficult to 

optimize, 

complex model 

training 

  2022 Concas et al. 

[70] 

ResNet50 + CNN, 

modal combination 
at late fusion layer 

Lack of deep 

inter-modal 
interaction 

 Hybrid 

Fusion 

2023 Liu et al.[71] Meta-learning- 

based dynamic 

multimodal fusion 

framework 
(MetaMMF) 

High 

implementation 

complexity 

  2022 Liu et al.[72] M2HF multi-level 

fusion network 

combining   early 

and late fusion 

advantages 

High model 

complexity, 

difficult to 

implement 

Decision-

Level 

Fusion 

Score-Level 

Fusion 

2024 Gao et al. [23] TAD framework 

with MLP non-

linear  fusion  of 

texture and forgery 

scores 

Performance 

degrades with 

insufficient 

single-modality 

information 
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 Single-Level 

Decision 

Fusion 

2024 Kiziltepe et al. 

[73] 

Multiple classifiers 

with averaged 

prediction scores 

May not fully 

utilize all feature 

information 

 Audio–Image 

Fusion 

2023 Shaikh et al. 

[74] 

CNN-based feature 

extractors with 

weight assignment 

Computational 

complexity with 

complex modality 

representations 

 Multi-model 

Ensemble 

2023 Shelke et al.[21] CNN + RNN + 

SAE ensemble with 

voting strategies 

Unable to capture 

deep inter-modal 

relationships 

 Quantum 

Cognitive 

Fusion 

2021 Gkoumas et al. 

[75] 

Quantum state 

modeling with 

POVM 
measurement 

Theoretically 

complex, high 

implementation 

difficulty 

 

performance studies include Yang et al.[19]who utilized CNNs with attention mechanisms for 

early fusion of audio-visual data; Miao et al.[20] who combined FFT with image feature extraction 

in Res-Net and Ghadiya et al.[66] who proposed a weakly supervised video anomaly detection 

framework using an early fusion strategy with a Cross-Modal Fusion Adapter and Hyperbolic 

Lorentzian Graph Attention mechanism. These approaches tackle information imbalance and 

feature distinction challenges, achieving superior performance in violence and nudity content 

detection on the XD-Violence and NPDI datasets, thereby highlighting the effectiveness of early 

fusion in multimodal detection tasks. 

 

Figure.7 Feature-level fusion: a. early fusion; b. indicates late fusion 

Contrasting to early fusion approaches, late fusion methodologies allow to obtain high-level 

features from each modality separately; afterwards they are integrated using features, e.g. feature 
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concatenation or gating mechanisms. This paradigm has been demonstrated to be superior in 

providing resilience when addressing asynchronous modal data as demonstrated in Figure 7b. 

Yoon et al. [67] used separate convolutional neural networks for audio and visual streams and 

used a Transformer further to mediate multimodal interactions in the late-fusion stage. Sharma et 

al. [68] concatenated audio and video feature with text vectors and fed the concatenated vectors 

into a fully connected network to obtain the accurate deep fake media detection. Fu et al. [69] 

proposed a multi-level feature separation scheme, perform partial fusion at multiple hierarchical 

levels with modalities aligned at the last fusion stage. Concas et al.[70] applied ResNet50 and 

CNN to extract video and audio features, respectively, merging these modalities at the late fusion 

layer. Liu et al.[71] proposed the MetaMMF framework, a meta-learning based dynamic fusion 

approach for micro-video recommendations that adapts fusion parameters dynamically for each 

micro-video, capturing complex visual, audio, and text interplay. The dual-structure consists of a 

meta-information extractor and a meta-fusion learner that respectively transform features into 

high-order representations and contextualize neural network parameters for effective fusion. 

Furthermore, Liu et al.[72] introduced the Multi-level Multimodal Hybrid Fusion Network 

(M2HF) that performs early fusion of visual features from the CLIP model with audio and motion 

features to create audio-guided and motion-guided visual features for improved modal interactions. 

The framework establishes relationships between fused features and textual content using late 

fusion to enhance text-video retrieval results. 

3.4 Decision-level fusion 

Decision-level fusion uses a multi-expert system architecture. With Each modal branch 

independently completes predictions, integrating final results through weighted voting or 

probabilistic fusion with main decision-level fusion detection methods are compiled in Table 2. 

These methods highlight the versatility of integrating various modal branches having key 

advantage of decision-level fusion is the ability to reuse existing single-modal detection models. 

The is visually illustrated in Figure.8. Shelke et al. [21]proposed a decision-level fusion method 

based on multimodal ensemble. The method combines prediction results from various deep 

learning models, including CNNs, RNNs, and SAEs. These enhancements significantly improved 

the accuracy and robustness of deepfake detection. Gao et al.[23] introduced the Texture and 

Artifact Detector (TAD) framework, employing multimodal decision-level fusion. They compared 

various score-level fusion methods, utilizing Multi-Layer Perceptron (MLP) for nonlinear fusion 

of texture and artifact scores in single-model scenarios. 
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Figure.8 Decision-level convergence 

For ensemble model scenarios, a two-stage fusion strategy was adopted, which consists of branch 

internal MLP fusion and the cross-branch averaging for several types of forgery. Kiziltepe et al.[73] 

suggested a hierarchical and hybrid fusion framework, which applied a multi-classifier prediction 

fusion method with prediction scores combination using average and the highest probability class 

to improve the model performance and efficiency. In the meanwhile, Shaikh et al.[74] proposed 

MAiVAR, a multimodal fusion framework with less computation complexity and enhanced human 

action recognition by fusing the audio and video characteristics and Dominant Head Fusion 

method. Meanwhile, for video sentiment analysis, Gkoumas et al.[75] developed a quantum 

cognitive decision-level fusion method which uses quantum states in an emotional Hilbert space 

to describe utterances. It uses training data to estimate the parameters of emotion classifiers using 

as a model a mutually incompatible observance. By combining these factors, the approach is used 

to determine the final emotional state and a probability threshold of 0.5 is used to categorize the 

utterances as either positive or negative. By gathering complex emotional connections between 

modalities this quantum technique hampers the accuracy of sentiment analysis. 

But there still exist great challenges in practical implementations of fusion models. The first 

concern is modality imbalance. When one modality quality is low, the fusion model must be robust 

enough to maintain total performance. The second problem is multimodal temporal alignment, 

particularly when processing audio and video input at various sampling rates. Improving model 

interpretability remains a key research direction. Visualizing multimodal attention weights can 

enhance forensic investigation of forgeries. 

4. Public datasets and benchmarking 

Standardized evaluation measures and high-quality public datasets are essential for multimodal 

forgery detection[76] research. The section will include frequently used video, audio, text and 

multimodal datasets together with common evaluation metrics. These datasets are essential for 

creating algorithms and evaluating their effectiveness. 

4.1 Video Forgery Datasets 
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The development of video forgery detection research is significantly connected with the 

development of benchmarking datasets. Starting with rudimentary early versions of synthetic 

samples and ending up with the latest state-of-the-art forgeries, datasets have continually been 

increasing in scale, variety and authenticity and therefore providing invaluable support to the 

improvement of detection algorithms. Table 3 provides a quick overview of some of the key 

attributes of several key datasets 

Table3. Dataset of video forgery 

Dataset Yea 

r 

# 

Real 

Vide 

os 

# 

Fake 

Video 

s 

Dataset Link 

FaceForensics++ 

(FF++) [77] 

201 
9 

1,000 4,000 https://github.com/ondyari/FaceForensics 

DFFD [78] 202 
0 

1,000 3,000 https://github.com/zhangxin-xd/Deepfake-

Datasets 

DFDC [79] 202 
0 

23,65 
4 

104,5 
00 

https://ai.meta.com/datasets/dfdc/ 

Celeb-DF++[80] 202 
0 

590 5,639 https://github.com/yuezunli/celeb-

deepfakeforensics 

DeeperForensics-

1.0[81] 

202 
0 

50,00 
0 

10,00 
0 

https://github.com/EndlessSora/DeeperForensics 
-1.0 

WildDeepfake[82] 202 
0 

3,805 3,509 https://github.com/OpenTAI/wild-deepfake 

FFIW_10k[83] 202 
1 

10,00 
0 

10,00 
0 

https://github.com/tfzhou/FFIW 

ForgeryNet[84] 202 
1 

99,63 
0 

121,6 
17 

https://yinanhe.github.io/projects/forgerynet.htm 

l 

DeepFakeFace[85] 202 
3 

30,00 
0 

90,00 
0 

https://github.com/OpenRL-Lab/DeepFakeFace 

DiFF[86] 202 
4 

23,66 
1 

537,4 
66 

https://github.com/xaCheng1996/DiFF 

DiffusionFace[87] 202 
4 

30,00 
0 

600,0 
00 

https://github.com/Rapisurazurite/DiffFace 

TalkingHeadBenc 

h[88] 

202 
5 

2,312 2,984 https://huggingface.co/datasets/luchaoqi/Talking 

HeadBench 

 

 

and the following sections will describe their technical characteristics and their importance for 

research in more detail. 

The FaceForensics++ (FF++) [77] dataset forms a baseline dataset for deep face recognition to 

identify visual deep fakes by providing manipulated facial videos created using various face 

forgery techniques. DFFD [78]further pushes this trajectory by focusing on digitally manipulated 

facial content to evaluate the robustness of face manipulation detection systems. The large-scale 

data set of DFDC [79]covers the diversity of real-world subjects, scenes, and compression levels 

https://github.com/ondyari/FaceForensics
https://github.com/zhangxin-xd/Deepfake-Datasets
https://github.com/zhangxin-xd/Deepfake-Datasets
https://github.com/zhangxin-xd/Deepfake-Datasets
https://ai.meta.com/datasets/dfdc/
https://github.com/yuezunli/celeb-
https://github.com/yuezunli/celeb-
https://github.com/EndlessSora/DeeperForensics
https://github.com/OpenTAI/wild-deepfake
https://github.com/tfzhou/FFIW
https://yinanhe.github.io/projects/forgerynet.htm
https://github.com/OpenRL-Lab/DeepFakeFace
https://github.com/xaCheng1996/DiFF
https://github.com/Rapisurazurite/DiffFace
https://huggingface.co/datasets/luchaoqi/Talking
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to make it an important benchmark for generalizable deep-fake detection, and Celeb-DF++[80] is 

a particular focus on high-quality celebrity deep-fakes with few artifacts that are challenging for 

conventional detectors. DeeperForensics-1.0 [81]is focused on addressing the real-world 

deployment scenarios, i.e. incorporating the environmental perturbations including illumination 

variability, motion blur and occlusions, whereas WildDeepfake[82]corresponds to unconstrained 

distribution of in-the-wild deep-fake collected from the internet, thus considering the domain shift 

problem. Moving away from binary classification, FFIW_10k[83] proposes localization-aware 

deep fake detection for unconstrained scenarios with spatial annotations, and ForgeryNet[84] 

proposes to provide comprehensive classification, spatial, and temporal grounding annotations to 

achieve fine-grained forgery analysis. Attacking emerging generative threats DeepFakeFace[85], 

DiFF[86], and DiffusionFace[87] propose diffusion-model-based facial forgeries of different 

scales to enable systematic studies of the performance of detectors against diffusion synthesis of 

high fidelity. TalkingHeadBench[88] evaluates diffusion based talking head generation in order to 

support the evaluation of deep fake detection under realistic facial motion and expression 

dynamics. 

4.2 Audio forgery dataset 

Table 4 summarizes the current representative audio datasets, and the following section will 

provide specific introductions to the characteristics and application scenarios of each dataset. 

The CodecFake dataset [89]consists of a large dataset of authentic and fake speech 

recordings that have been produced through codec-based text-to-speech and voice conversion 

pipelines. It is explicitly aimed at evaluating the robustness of the audio deepfake detection models 

against the emerging codec-level synthesis attack. AUDETER [90]is an open-world large-scale 

audio deepfake repository where millions of real and artificially generated speech samples are 

available which are generated using various text-to-speech systems and neural vocoders. 

Table4. Dataset of Audio Forgery 

 

Dataset Year # Real 

Audio 

# Fake 

Audio 

Dataset Link 

CodecFake[89] 2024 ≈42,000 ≈45,000 https://github.com/roger-

tseng/CodecFake 

AUDETER[90] 2025 Millions Millions https://github.com/mike-qz-

wang/AUDETER 

WaveFake[91] 2021 ≈13,100 ≈104,885 https://github.com/RUB-

SysSec/WaveFake 

ASVspoof 2021 

(DF Track)[92] 

2021 ≈18,000 ≈163,000 https://github.com/asvspoof-

challenge/2021 

 

It allows us to evaluate language dependency in vulnerabilities in audio deepfake detection 

systems. WaveFake[91] can be used as an initial benchmark dataset for audio deepfake research 

and contains both real speech and a significant amount of synthetic audio generated with several 

architectures of neural speech synthesis. It has been widely used for baseline evaluations. Finally, 

the ASVspoof 2021[92] offers a standardized benchmark dataset, which includes large amounts of 

real and spoofed speech samples produced by text-to-speech, voice conversion, and replay attacks. 

It is widely used for just comparison in the fairness and performance benchmarking of audio 

deepfake detection methods. 

https://github.com/roger-tseng/CodecFake
https://github.com/roger-tseng/CodecFake
https://github.com/roger-tseng/CodecFake
https://github.com/mike-qz-wang/AUDETER
https://github.com/mike-qz-wang/AUDETER
https://github.com/mike-qz-wang/AUDETER
https://github.com/RUB-SysSec/WaveFake
https://github.com/RUB-SysSec/WaveFake
https://github.com/RUB-SysSec/WaveFake
https://github.com/asvspoof-challenge/2021
https://github.com/asvspoof-challenge/2021
https://github.com/asvspoof-challenge/2021
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4.3 Text Forgery dataset 

 

The body of work on textual deepfakes is based on several publicly available datasets 

that represent a plethora of synthetic and manipulated textual contents shown in table 5. 

TweepFake[93] contains a curated set of real and bot-generated tweets and thus facilitates studies 

of the identification of deepfake content on social media platforms such as Twitter. MAGE[94] 

consists of a large scale, multi-domain data set with both human and machine generated text that 

is  designed  to  test  the  cross-domain generalization and  robustness  of  detection 

methods. DeepfakeTextDetection[95] provides an in-the-wild collection of real and fake 

generated texts from several sources that can be used for developing and evaluating 

text deepfake detection systems. GeneratedTextDetection[96] introduces a collection of authentic 

and synthetically generated academic abstracts and thus provides a way of testing detection 

methods in the context of scientific text forgery. Collectively, these datasets constitute a rich 

resource base for the further development of the detection of machine-generated and manipulated 

textual content in a variety of different domains and applications. 

Table5. Dataset of Text Forgery 

 

Dataset Yea 

r 

#Real 

Text 

#Fake 

Text 

Dataset Link 

TweepFake [93] 202 
1 

~12,00 

0 

~12,00 

0 

https://github.com/tizfa/tweepfakedeepfake_t 

ext_detection 

MAGE [94] 202 
3 

~500,0 

00 

~500,0 

00 

https://github.com/yafuly/MAGE 

DeepfakeTextDete 

ction [95] 

202 
3 

varies varies https://github.com/jmpu/DeepfakeTextDetecti 

on 

GeneratedTextDet 

ection [96] 

202 
2 

~100 ~100 https://github.com/vijini/GeneratedTextDetect 

ion 

 

4.4 Multimodal Forgery dataset 

The scenario of multimodal deep-fake datasets has greatly expanded for audio-visual-text forgery 

detection research. MAVOS DD[97] provides an extensive benchmark containing 25,195 real and 

35,169 fake videos in eight languages, thus enabling the model evaluation in in-domain and open-

set settings. PolyGlotFake[98] further expands this scope to offer 766 real and 14472 fake videos 

in 7 languages, to study cross-lingual multimodal deep fake detection. FakeAVCeleb[99], which 

includes around 500 real and 19,500 fake samples, focuses on high-fidelity audio - video 

manipulations and is conducive to the development of models that are 

Table6. Dataset of Multimodal forgery 

Dataset # Real 

Videos 

# Fake 

Videos 

GitHub / Dataset Link 

MAVOS-DD[97] 25,195 35,169 https://github.com/CroitoruAlin/MAVOS-

DD (Hugging Face) 

PolyGlotFake[98] 766 14,472 https://github.com/tobuta/PolyGlotFake 

(GitHub) 

https://github.com/tizfa/tweepfakedeepfake_text_detection
https://github.com/tizfa/tweepfakedeepfake_text_detection
https://github.com/yafuly/MAGE
https://github.com/jmpu/DeepfakeTextDetection
https://github.com/jmpu/DeepfakeTextDetection
https://github.com/vijini/GeneratedTextDetection
https://github.com/vijini/GeneratedTextDetection
https://github.com/CroitoruAlin/MAVOS-DD
https://github.com/CroitoruAlin/MAVOS-DD
https://github.com/CroitoruAlin/MAVOS-DD
https://huggingface.co/datasets/unibuc-cs/MAVOS-DD?utm_source=chatgpt.com
https://github.com/tobuta/PolyGlotFake
https://github.com/tobuta/PolyGlotFake?utm_source=chatgpt.com
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FakeAVCeleb[99] 500 19,500 https://github.com/DASH-

Lab/FakeAVCeleb (GitHub) 

LAV-DF[100] 36,431 99,873 https://github.com/ControlNet/LAV-DF 

(HyperAI) 

AV-Deepfake1M[101] 286,721 860,039 https://github.com/ControlNet/AV-

Deepfake1M (GitHub) 

SWAN-DF[102] 720 24,000 https://swan-df.github.io/) 

 

able to capture the subtleties of inconsistencies between speech, visual content and their respective 

transcripts. LAV- DF[100] provides 36,431 real and 99,873 fake videos with the aim of large-scale 

detection and localization AV Deepfake1M[101], with 286,721 real and 860,039 fake videos, is 

one of the largest datasets that can be used to train scalable detection architectures. Finally, SWAN-

DF[102] consisting of 720 real and 24,000 fake videos, focuses on high fidelity manipulations and 

allows for precise assessment of the robustness for detection in controlled scenarios. As shown in 

Table6, collectively these datasets form a diverse foundation for the advancement of AI-driven 

multimodal deep fake detection. 

5. Main Challenges and Research Directions 

Over the past years, methods of detection of forgery with the use of multimodal video and audio 

have become possible due to the development of deep learning techniques, which provide 

impressive performance. Nevertheless, the development of the forgery methods also brings many 

new issues that should be studied and addressed. At the same time, such innovations as large-scale 

pre-training models and adversarial learning are new directions of study in the future. This part 

will analyze the major issues facing the current field and how it is likely to be in the future. 

5.1 Progressive Technological Confrontation 

Over the past few years, the Deepfake technology has shown trends of exponential growth, 

especially with the introduction of the next-generation generative models. These developments 

have continuously pushed the boundaries of forged content in visual fidelity, temporal consistency 

and multimodal fusion potential. As a result, the value of the traditional methods of detection is 

facing the threat of becoming obsolete, and it is manifested most of the time in the following ways: 

Deepfake ability has greatly enhanced the ability to create high-resolution content. As opposed to 

the poor quality of early forged videos, which were often characterized by a lower quality of 

images or lack thereof, modern high-resolution DeepFake videos are indistinguishable in terms of 

fidelity to detail, which makes it difficult to detect an anomaly with a mere visual examination of 

features. In addition, more sophisticated generative techniques can be used to simulate important 

details like change of light, expression, and texture of the skin that adds addition to the believability 

of forged content. 

The detection ability towards forged content has significantly reduced with advancements in the 

breakthrough technology in audio-visual syncing[18]. The newest generation of Deepfake 

technologies is able to produce the accuracy of the time convergence between the audio and visual 

cues, which means that the videos that have been forged are significantly more realistic, and the 

systems that detect them face a great deal of difficulty because they are based on the principle of 

the temporal inconsistency analysis. This technological innovation has almost eliminated the 

disparity in synchronization capabilities between the artificially generated contents and the 

authentic images, thus bringing new challenges in authenticity verification of digital contents. 

https://github.com/DASH-Lab/FakeAVCeleb
https://github.com/DASH-Lab/FakeAVCeleb
https://github.com/DASH-Lab/FakeAVCeleb
https://github.com/DASH-Lab/FakeAVCeleb?utm_source=chatgpt.com
https://github.com/ControlNet/LAV-DF
https://hyper.ai/datasets/34184?utm_source=chatgpt.com
https://github.com/ControlNet/AV-Deepfake1M
https://github.com/ControlNet/AV-Deepfake1M
https://github.com/ControlNet/AV-Deepfake1M
https://github.com/ControlNet/AV-Deepfake1M?utm_source=chatgpt.com
https://swan-df.github.io/
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The use of cross modal Deepfake technologies has also made detection harder. Over the past years, 

there has been a very fast advancement in text-based types of audio-visual generation technologies 

that allow attackers to automatically produce high-quality fake audio-visual content using textual 

descriptions[103]. As an example, a text prompt can automatically create the corresponding speech 

and synchronized video, even imitating the voice qualities and facial expressions of certain people. 

The further development of such technologies does not only increase the realism of Deepfakes but 

also makes the single-mode methods of detection ineffective. 

5.2 Problems of generalizability and robustness in practical applications 

Although recent Deepfake detection technology has made significant advances in pivotal 

laboratory settings, there are still significant challenges faced by these technologies when it comes 

to generalizability and resilience in the field. The major factors affecting the generalization 

capacity of a model include dispersed data distributions, content diversity, as well as the ability to 

adapt to cross-domain, all of them limiting the practical effectiveness of detection systems. The 

most dominant bottleneck is cross-domain adaptability; most of the detection models are doing 

well on small-scale training sets but fail disastrously when faced with non-homogeneous data 

distributions, e.g., differences in camera hardware, video compression codecs and light conditions. 

Diversity in content is a major problem to detection systems since current models often rely on 

well-known trends in training data to classify them. The Deepfake material in real-life situations 

can include unrelated subjects, languages, scenes, or different generation methods, thus causing 

conspicuous changes in the detection accuracy. In addition, issues of data quality in the areas of 

operation further undermine the strength of detection mechanisms. Numerous Deepfake detection 

systems can perform well with high-quality, uncompressed data, but in real-world scenarios, 

videos are repeatedly encoded, transmitted as coded data, or run through a social media system, 

and these steps can easily destroy many artefacts of forgery needed to load the system to detect 

them. Therefore, the three areas that should be prioritized in future studies in order to make 

Deepfake detection systems more generalizable include domain adaptation, data augmentation 

techniques, self-supervised learning, and identification of robust features. These methods are to 

strengthen the stability and flexibility of the detection systems under various working conditions. 

5.3 Counter-attack and counter-defense 

Over the last few years, the fast development of Deepfake technologies has triggered more 

advanced adversarial attack methods targeting detection systems, thus drawing the attention of a 

large number of scholars. The most sophisticated Deepfake detectors, as empirical studies 

showed[104], [105], can degrade significantly when subjected to carefully designed adversarial 

examples. 

Perturbation Attacks have been given a lot of attention across the continuum of adversarial 

modalities due to their invisibility and effectiveness. The attack process involves adding 

infinitesimal perturbations to forged multimedia artifacts that are not perceivable to the eyes or 

ears of human subjectivity and this, in turn, undermines the judgment of the detection model but 

leaves the human subjective perception intact [106]. At the same time, more insidious 

Steganographic Attacks are emerging, taking on information-hiding methods to insert misleading 

properties into carrier media, and thus compromising traditional detection methods to track the 

forgery signatures [107]. 

The growing virulence of adversarial attacks has led to a broad range of defense mechanisms 

championed by researchers. Fundamentally, adversarial training strengthens a model by 

introducing it to synthetically generated adversarial instances so that the model becomes more 
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sensitive to such perturbations. Concurrently, detection methods based on spatial - temporal 

coherence have solved some of the shortcomings previously experienced in single - frame or 

fragmentary analysis. By analysing intra-frame consistency and the temporal information of 

acoustic signals, these techniques can be applied to detect forged material due to 

inconsistency[108], [109], [110], [111]. 

More critically, the introduction of the procedures of Explainable Artificial Intelligence (XAI) 

overcome the shortcomings of traditional black box models in terms of interpretability. XAI 

modalities not only enable the transparency of the outcomes of detection, but also provide explicit 

rationales for decisions that are based on inferred evidence, providing new insights into the 

optimization of defensive strategies [112], [113]. 

Even though defensive weapons now have so much more success, the old paradigms of adversarial 

attacks don't stay the same–that is, they are evolving–and reaching places that Deepfake detectors 

have not seen before. Future studies, then, ought to focus on the joint optimization of disparate 

defense mechanisms, by combining mechanisms like adversarial training with spatial-temporal 

consistency checking to give rise to more robust composite defense pipelines. Similarly, the 

emergence of multimodal detection systems that can simultaneously absorb audiovisual data and 

execute dynamically adjustable protective systems will become a key course in the field. The 

innovation breakthroughs on these new frontiers are expected to provide more reliable guarantees 

on the maintenance of authenticity and protection of digital information. 

5.4 Large scale pre-trained model combinations 

Over the past years, the large-scale vision-language-based deep-fake detection technologies have 

achieved significant advancement. The multimodal models of learning including CLIP [114], BLIP 

[115], and others have also shown excellent performance in detecting information compared to the 

traditional single-mode models of learning because they have the ability to collectively model 

multimodal information-text, video, and audio. These models can successfully utilize cross modal 

associative properties thus demonstrating better flexibility and resilience in cross modal deep-fake 

detection. Regarding model architecture, multimodal Transformers have been introduced, which 

have introduced technological evolution in deep-fake detection. These architectures are able to 

learn more deep forgery feature patterns with the help of multimodal feature fusion mechanisms. 

In particular, scientists have come up with spatial-temporal attention systems which capture 

semantic consistency among video frames and combine audio-feature analysis to detect minor 

variations in audio-visual synchronization thereby significantly enhancing the detection accuracy. 

As an illustration, Chen et al.[116]introduced a technique of detecting deep-fakes based on spatial-

temporal variables, using 3D convolutional neural networks, which are used to capture spatial-

temporal data[117] boosted detection accuracy through the attention process and the spatial-

temporal consistency, especially detecting the minor and local characteristics in forged videos. 

The subject of particular interest is the fact that a number of few-shot and zero-shot learning 

models that rely on large models have opened up new opportunities in deep-fake detection These 

methods leverage the powerful representation capabilities of pre-trained models, enabling effective 

detection with only a few labeled samples or even without specific training data. The property not 

only significantly lowers the annotation costs of their data, but also enables the detection systems 

to respond more appropriately to the quickly changing forgery technology. However, the 

methodologies still face major challenges, including the high consumption of computational 

resources, high inference latency, and high levels of data dependencies. Further studies should 

therefore consider more effective model architectures such as lightweight transformer structures, 
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knowledge distillation processes, as well as adaptive inference optimization processes to make 

certain that computational efficiency is achieved and at the same time detection abilities are 

improved. 

5.5 Feasibility analysis of technical paths 

Even though the above sections have suggested promising lines like adversarial training, 

multimodal detection, and pre-trained large models, more work needs to be done to streamline the 

viability and applicability of the technical paths, thus reducing the gap between theoretical research 

and practical application. 

Model-level Optimization: Massive models like CLIP and BLIP are capable of representational 

power, but their computational complexity makes them impossible to use in practice. To improve 

their viability, they can be implemented with lightweight Transformer architectures - e.g. Mobile-

ViT [118] and Tiny-ViT [119] -as well as knowledge-distillation methods to reduce huge detection 

networks without compromising performance. These approaches make real-time inference of edge 

devices more feasible, which is a requirement of forensic activity in the real world, such as in 

mobile content moderation and in-browser video verification. 

Data-level Generalization: To overcome the well documented shortcomings of cross domain 

performance, it is wise to look into the domain adaptation training paradigms and meta learning 

frameworks as promising avenues. Techniques like test time adaptation (TTA) and unsupervised 

domain adaptation give permission to models for re-calibrate to advance distributions without the 

need for exhaustive re-training. Moreover, supplementing the training pipelines with synthetic data 

created by controllable generative models can mimic a distribution of forgery scenarios to 

generally improve generalizability (such as StyleGAN - 3 [120] and VALL - E). 

Deployment-level Considerations: Based on an application level, detecting systems must strike an 

equilibrium between accuracy, inference latency and scalability. Trade-offs Pragmatic trade-offs 

can be provided by hybrid detection pipelines combining fast, low-level detectors e.g. eye-blink 

and audio-onset detectors with more accurate, although slower, multimodel detectors. At the same 

time, the inclusion of explainable AI (salience maps and attention visualizations) can build the 

trust of users and guarantee forensic traceability in a judicial or journalistic setting. 

The detecting system to be built in the future must be modular, dynamical, and has the capacity to 

learn throughout a lifetime. Detection models can be dynamically updated by using continual-

learning frameworks that exploit online feedback, including user-generated labels or correction 

cues, so that they can be robust to the changing forgery methods. Moreover, the implementation 

of such detection functions into the cloud-based content distribution systems represents an 

attractive implementation plan, which allows scaling and real-time protection against synthetic 

media threats. 

6. Conclusion 

Deepfake detection developed into multimodal systems, thus significantly increasing the ability to 

identify extremely advanced audio-visual-text forgeries. The review summary brings together 

recent advancements in deep learning-based detection paradigms, both traditional feature-based 

methods, neural networks and multimodal fusion approaches. The above methodologies show 

great potential in a range of use cases - ranging from content moderation in social media 

ecosystems to forensic judicial analyses and fraud prevention initiatives; their effectiveness, 

however, is limited by issues related to cross-domains generalization and the needed computational 

power. 



JOURNAL OF APPLIED LINGUISTICS AND TESOL 

Vol.9. No.1.2026 

41 

 

 

Progress in this area requires a unified focus on the development of light and scalable models, in 

addition to the implementation of adaptive defensive strategies. Among these, the strategic use of 

spatial-temporal consistency analysis is outstanding as a powerful countermeasure to the ever-

changing tactics of forgery. To make such approaches valid, the creation of common evaluation 

benchmarks is imperative, in order to ensure robust performance in a variety of real-world 

scenarios. In the end, the incorporation of deepfake detection into cloud-based content verification 

systems has the potential to protect digital media. Nonetheless, for such results to be realized, there 

will need to be long-term interdisciplinary collaboration between academia and industry. 

Future research endeavors will want to explore human-centric multimodal deepfake detection 

frameworks that, in addition to the improvement of audio-visual-textual inconsistency analyses, 

explore the psychological consequences of deepfake exposure, namely distress, anxiety and 

depression that are engendered by misinformation and identity misuse [121] . Empirical research 

is needed to understand the relationship between the repeated exposure to deepfakes and mental 

health, as well as social behavior, and to design a system that can initiate early intervention to 

protect cognitive well-being in the digital world. By leveraging the power of spatial-temporal and 

cross-modal consistency analytics in combination with behavioral exposure modeling, future 

systems may help early identify mental degenerative synthetic content on social platforms. Such 

interdisciplinary scholarship will begin to bridge technological advancements with practical 

psychological safeguards that will lead in turn to a combination of strong detection mechanisms 

as well as societal resilience. 
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